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Abstract: In this paper, the credit card risk control and early warning model is
constructed to predict and control the credit card risk by fusing multi-source data
through data mining technology. After analyzing the theoretical application of XGBoost
algorithm on credit card transaction risk, its model parameters are optimized by particle
swarm algorithm to construct PSO-XGBoost credit card transaction risk prediction
model. The credit card transaction risk prediction performance of the PSO-XGBoost
model is verified and applied to the abnormal transaction risk assessment of Bank A.
The AUC value, accuracy, F1 value, precision rate, and recall rate of the PSO-XGBoost
model are the largest among all the algorithms, and the correct detection rate of the
PSO-XGBoost model is significantly higher than that of other algorithms, and the error
detection rate significantly lower than other algorithms, with the best risk prediction
performance. Among the 10 Bank A credit card customers, customer 4 and customer 5
have very high risk in their credit card transactions, customer 2 and customer 3 have
high risk, customer 1, 5, 7 and 8 have medium risk in their credit card transactions, and
customer 9 and customer 10 have low risk.
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credit card transactions

1. Introduction

In recent years, with the deepening of the financial system reform and the gradual
liberalization of the financial system, the competition in the financial market has
become more and more intense, and a variety of advanced service tools and service
means in the western financial management have been introduced to mainland China

[1-3]. As a new credit payment tool in the financial field, the use of credit card



transactions is a simple credit service as a method of non-cash payments and
transactions [4-5]. Through banks or credit card companies in accordance with the
credit and financial payment degree of the user's user card to the user-cardholder, the
cardholder can use the credit card to pay for cash that does not need to be paid [6-8].
Credit cards in circulation in China started in this century, especially in recent years,
the development is very fast, both in terms of the number of cards issued, the number
of authorized merchants, the number of ATM/POS and the number of agent outlets have
a very large increase, but the average card deposit balance, the average card transfer
amount, the average card consumption is a declining trend, and the risk of card
transactions has become more and more prominent day by day [9-12]. Therefore, the
application of predictive modeling of credit card transaction risk has become a
development trend that credit card business must pay attention to [13].

A predictive model is a model that can predict future events by analyzing historical
data [14-15]. In credit card transactions, predictive modeling can be used to identify
risks and predict the probability of fraudulent transactions [16]. Common credit card
fraud prediction models include logistic regression models, neural network models, and
multi-source data fusion models [17-18]. Each of these models has its advantages and
shortcomings, and banks can choose the suitable model for prediction according to their
actual needs [19-20]. However, no matter which model is used, it must rely on a large
amount of historical data for training in order to get accurate prediction results [21].

The article uses data mining techniques in credit card risk prediction and
management to design credit card risk control model and credit card risk warning model.
Then, XGBoost algorithm is used as a benchmark model to explore the theoretical
feasibility of XGBoost algorithm in credit card transaction risk prediction, optimize the
parameters of XGBoost model by particle swarm optimization algorithm, and construct
XGBoost credit card transaction risk prediction model based on particle swarm
optimization (PSO-XGBoost). The PSO-XGBoost model is juxtaposed with other
methods to verify the prediction performance of the PSO-XGBoost model on credit
card transaction risk by means of precision rate, recall rate, F1 value, accuracy rate,

AUC value, correct detection rate, and incorrect detection rate. Finally, the PSO-



XGBoost model is utilized to detect the transaction risk level of credit card customers

of Bank A.

2. Credit card transaction risk management based on data
mining
2.1 Application of data mining in credit card risk prediction and

control

Credit card business is a high investment, high risk, high return business [22], the
key is to be able to effectively control the risk and reduce the operating costs of the
enterprise, so in this direction, the application of data mining is effective and is a major
trend in the application of bank credit card business.

Fraudulent behavior often occurs in the credit card business, such as credit card
fraud, malicious overdrafts and other situations, these commercial banks and business
caused huge losses. If you want to predict such fraudulent behavior, even if the
prediction accuracy is low, it can reduce the chances of fraud opportunities to occur,
thus reducing the loss. The relationship between fraud identification is mainly through
the relationship between normal behavior and fraud, to derive some of the
characteristics of fraudulent behavior, such as business based on these characteristics,
can alert policy makers.

Data mining techniques can automatically predict trends and behaviors [23]. Data
mining techniques can automatically predictive information found in the bank's
database, built risk prediction models to help the bank to detect potential incidents of
fraudulent transactions. Fraud detection can be done by cluster analysis of data. Since
fraudulent payments usually have some unique functional characteristics such as
multiple payments in a short period of time, mostly occurring in the new business of
processing credit cards, the analysis can be done by dividing the data into a group of

possible fraud's and unlikely data for cluster analysis.

2.2 Credit card risk control model design

By establishing predictive or descriptive models, the work related to credit card



risk management can be accomplished more effectively. Credit card risk control models
mainly include dynamic credit limit adjustment models (evaluation of customers'
current credit rating), credit scoring models (evaluation of customers' initial credit
rating) and fraud monitoring models (analysis of abnormal customer spending).
1) Credit scoring model
The credit scoring model is to characterize the taste distribution of the emergent
credit customers with the basic information of existing customers, relevant historical
transaction data [24]. At the same time, the credit scoring model predicts the basic
information about applying for new credit card customers to fill the score and determine
the initial level of new customers.
In the actual algorithm, if Y is a dichotomous response variable, i.e., Y =0 or 1,
and X belongs to a P-dimension explanatory variable, it is derived from Logistic:
p
o] 7,3 %,
7(x)=P(Y =1)
1+exp{ﬁ0 +;ﬂixi
=

(1)

Where 7(X) belongs to the probability ofthe occurrence of Y =1 when defined

in terms of X =X. According to the characteristics of Logistics regression, it is
possible to divide the process of processing into the following three aspects:

(1) Firstly, the distinctive feature field in the data corresponding to credit card is

determined by the data mining method as a factor, and if the factor X; =1 indicates

the occurrence of the risk factor 1.
(2) Response variables are defined in terms of y=1 card issuance (low-risk

customers) and y=0 card rejection (high-risk customers).

(3) In learning, all factor coefficients ( B ) are determined to give the

corresponding model. The result of this calculation can be used as a reference

information for the bank to issue credit cards, and can also be used to define the criteria

for granting credit limits to customers, e.g., for 7(X) for the customer to be granted a

card, and then according to the actual value of 7(X)>0.5 customers 7(X) to give a



different credit rating, this categorization scheme is both secure and positive.

2) Credit limit dynamic adjustment model

Credit limit dynamic adjustment model is mainly to solve the credit limit of credit
card holders to grade and repayment delays in collection and other issues. That is, when
a customer repayment delay, it must need to be collected, such as collection, collection
efforts should be how to control. How should a bank adjust credit limits when a
customer often does not have enough credit or can only use a small portion of it.

A dynamic adjustment model with customer past behavioral data and legal credit
to determine the probability of future customer credit quality. This probability will be
on the creditworthiness of customers with good credit, and delays cannot be changed
immediately, even if the collection just reminds the customer not to call immediately.
It not only maintains a positive relationship with customers, but also reduces operating
costs.

Because the customer's consumer behavior is constantly changing, so the credit
rating should be changed accordingly. The analysis of basic information about the
customer, transaction data and other meaningful data is analyzed to characterize the
distribution of the current credit rating and to predict the trend of credit risk
management in the next stage of the customer's development, the cycle is usually six
months, one year, or when the trend changes from time to time to make adjustments,
and, in accordance with the predicted trend to adjust the credit rating of the credit

accordingly.

2.3 Credit card risk early warning model design

Credit risk early warning models are fraud detection models. Since credit card
transactions knot no password, than a debit card, credit card fraud is more likely,
credit card fraud losses account for a large part of the cost of business, so foreign
banks or credit card companies commonly used fraud monitoring model to monitor
each transaction to minimize fraud losses.

Fraud modeling is based on the use of probability of the probability distribution

of the main detection methods: the principle of small probability event detection of



very small, determine the distribution function of the number of credit card overdrafts
and repayments, the boundary value of the small probability event, usually will be the

probability value of 0.05. Calculate the formula is as follows:

[ j: f (x)dx = 0.95 @)
The value of A,, A, can be calculated. The formula F(X) is the distribution

function of a random variable, which is generally capable of the number of overdrafts
and repayments or the amount of overdrafts and repayments. The difficulty lies in using
this method in order to determine the distribution of the random variable, in order to
not very precise conditions, the exponential or normal distribution is desirable. This

method is usually used for long-term monitoring of unusual trading behavior. When the

value of the random variable of the monitored account is in the interval [ 4, 4,], an
early warning is given to the credit card account.

3. Credit card transaction risk prediction model based on

XGBoost

3.1 Theoretical feasibility analysis of the XGBoost model

The core idea of XGBoost is that when predicting the risk of credit card
transactions [25], weaker performing models such as decision trees may not give good
predictions, for which improvements are needed in two ways. Firstly, a set of decision
trees is generated [26], and secondly, XGBoost is iteratively boosted against a set of
decision trees to improve the prediction of credit card transaction risk based on the
gradient direction in each round of iteration. In the final generation of the prediction of
credit card transaction risk, XGBoost uses equation (3) to integrate the combination of

credit card transaction decision trees generated during the iteration process:

y:ng(X) 3)

J
Where gk(X)=er|(X€Rj) , represents the prediction results of different
=1



decision trees combined according to the weights r;, | represents the output of

indication to the prediction results of the decision trees, such as predicting that a credit
card default will occur when Output 1, otherwise output 0. During the iteration process,
XGBoost uses equation (4) to update the weights of each decision tree's prediction of

credit card transaction risk:
Ji
h, (x) :hk—1(x)+77(z7/jkl(xe Rjk)j 4)
j=1

where 77 1s used to control the magnitude of the update in the iteration, which is
used to control the accuracy of the fit to the prediction of credit card transaction risk.

3.2 XGBoost model for credit card transaction risk prediction

In this paper, in order to facilitate the analysis of the credit card transaction risk
prediction problem, each credit card transaction is classified into normal transactions
as well as abnormal transactions, therefore, the problem is a binary prediction problem,
and equation (5) is used to represent the credit card transaction risk prediction problem

in the XGBoost model:
q
L(y;, ¥;) = 2D _log(L+exp(-2y;p,)) (5)
i=1

Where {(x;,y.)} represents the sample combination of credit cards,

X; = (X, X5,...X,;) represent the different indicators in the sample. Eq. (6) is used to

represent the XGBoost for credit card transaction risk prediction problem, where K

denotes the number of decision trees in XGBoost:
K
Y, :z fo (%), f,eF (6)
k=L

Where f, represents the prediction function finally produced by the k th

decision tree, the prediction objective of XGBoost for credit card transaction risk can

be expressed as equation (7):

Obj =31y, 9,) + Y (f,) ™
i=1 k=1



Eq. (7) is mainly used to represent the risk prediction results produced by different
decision trees when risk is generated for credit card transactions, and the weight of each
decision tree's prediction on the final prediction results, and Eq. (8) is used to perform
multiple rounds of iterations to iteratively update the objective prediction function of
Eq. (7) in the direction of the gradient, in order to improve the prediction effect of the
credit card risk:

Obj® = z [(y,, 97 + f.(x))+Q(f,)+constant (8)

i=1
where ¥ represents the prediction of the risk state of sample i during the

iterative computation of the t round. In order to improve the accuracy of iterative

updating, the above objective function is expanded according to equation (9):

0bj® =3 0, 40)+ 31 1:0x) |+(1) ©)

Where f (X) =a,,,vc R',q:R* >{1,2,3...T}, @ represents the proportion

of leaf nodes in the decision tree in XGBoost, and q represents the decision tree

structure in XGBoost. In order to improve XGBoost's ability to predict credit card risk

.
out-of-sample, the regular term is introduced: Q(f,)=»T +%/12 cojz , where T is the
i

number of leaf nodes in the decision tree. XGBoost selects different metrics to be used
to generate the branching structure when predicting the risk of credit card transactions,

and the metrics need to be partitioned, which can be represented by I, ={i|q(x) = j},

which is introduced and then transforms Eq. (9) into Eq. (10):

n T
Obj® = z 0@ +£hia)§(xi)}+}/T +3220)j2
L 2 2 =
o . (10)
=2 (Zgi)wj+5(2hi+ﬂ)a)f}+ﬂ

Assuming, G; = Z g.H; = Zhi , in order to solve for the optimal value of the

Ielj Ielj

objective function, the calculation is done by taking the derivative of @, by taking the



derivative of @; to obtain equation (11):

w =—— (11)

Based on the above calculation process, the objective function for predicting the

risk of credit card transactions in XGBoost can be transformed into Equation (12):

]
Obj - . 12
2,1H

In XGBoost's prediction of credit card transaction risk, equation (13) is used to
calculate the information gain of different credit card metrics for risk prediction, and
the node with the highest information gain is selected for branching through the
information gain in constructing the structure of XGBoost's decision tree:

G! , Gi  (G+Gy

Gain = —
H +4 H;+4 H_ +H;+4

(13)

In the final XGBoost structure, the model can judge the influence weight of the
indicator on the prediction of credit card transaction risk according to the size of the
value of Gain of each indicator, which helps the credit card business personnel to

analyze the business more intuitively according to the indicator situation.

3.3 Optimization of XGBoost model parameters based on

particle swarm algorithm
From the analysis of the risk prediction process of XGBoost for credit card
transactions, it can be seen that the important factors that have an impact on the final

XGBoost objective function include H., A, », T and other parameters, where

j)
H, represents the depth of the decision tree in the XGBoost model, and A

Represents the magnitude of the improvement of the accuracy of the objective function
by XGBoost in each iteration, with y representing the weight of the regular term and
T representing the number of decision trees in XGBoost. By controlling these

parameters, the effect of XGBoost on credit card default will change, and how to choose

the value of the parameters to achieve the optimal prediction ability of XGBoost on



credit card risk belongs to the problem of parameter optimization. The common
algorithms for constant optimization can be chosen from particle swarm algorithm,
genetic algorithm and so on. From the comparison of these two algorithms, the particle
swarm algorithm is more conducive to solving to get the global optimum, rather than
falling into the local optimum, and the calculation speed is faster.

For this reason, this paper is based on the particle swarm algorithm [27], to
construct the parameter optimization of the XGBoost model for credit card risk

prediction, the particle swarm algorithm randomly initializes each parameter such as

H., A, y,and T,and generatesa group of particle swarms, and then adopts a certain

j B
group of parameters in the particle swarms to be applied in the XGBoost model to

model the samples, use the AUC value to estimate the prediction effect of the model,

and sort the particles according to the AUC value, in which G, . is used to represent

best
the parameter corresponding to the particle with the best prediction effect, and at the

same time, P _. is used to represent the parameter corresponding to the same particle

best

that achieves the best effect in the iterative process. Parameters. The process of solving

the optimal parameters of XGBoost using the particle swarm algorithm is to update

G,.. aswellas P, through a series of iterations to gradually narrow the prediction

best best
error, and ultimately solve the optimal parameters. The specific optimization process is

shown in Figure 1.



C Optimization begins )

Initialize the particle swarm

v

Select the specific parameters represented
by the particles, construct the XGBoost
model, predict the transit risk of credit
cards, and evaluate the prediction effect

!

Determine the globally optimal | No
particle in the particle swarm

v

Update the velocity and
position of the particles

!

Select the specific parameters represented

by the particles, construct the XGBoost Return the optimal
model, predict the transit risk of credit parameters of XGBoost

cards, and evaluate the prediction effect

Under the parameters
represented by particles, the
prediction of transit risk by
the XGBoost model

Figure 1 The process of particle group optimizing the XGBoost model
First, initialize each parameter, this paper chooses the particle swarm size of 1000,

iterative calculation 3000 times, while randomly initializing the parameters of the

XGBoost model such as H;, 1, 7, T and so on. Second, the best measurement

model for credit card default risk is selected based on the AUC predicted by the model.
Third, calculate the AUC value predicted by the model under the corresponding
parameters of each particle in the particle swarm, and record the AUC calculation

results of each model. Fourth, the correlation value of the particle swarm is constantly
updated according to the following formula, and in this paper, the size of ¢, and c,
is chosen to be 0.5. Finally, when the result of the improvement in the effect of the

model's AUC prediction is less than 0.01 or the number of iterations reaches 3,000, the

optimization process is ended, and the optimal parameters are returned:

V, =wxV, +¢ xrand x (B, (i) — %)+ ¢, xrand x (G, — %) (14)

est

X =X +Viy (15)



4. Risk prediction analysis

4.1 Predictive performance analysis

In this paper, we introduce a total of five metrics, precision rate, recall rate, F1
value, accuracy rate, and AUC value, to judge the classification effect. Precision rate
measures the proportion of true positives out of the number of predicted positives. The
recall rate measures the proportion of correctly predicted positives to all positives.The
F1 value is the reconciled average of the precision rate and the recall rate, which
measures the model's ability to combine the precision of the positive predictions and
the ability to find positives. Accuracy is the probability of correct prediction.The AUC
value measures the probability that the model predicts a true positive or true negative.

The experimental data were selected as 70% of the samples as training set and the
rest as test set. In this paper, Logit, Gaussian Plain Bayes (GNB), Decision Tree (DT),
Random Forest (RF), AdaBoost, ID3, and BP Neural Networks are used to conduct
experiments along with this paper's XGBoost Credit Card Transaction Risk Prediction
Model based on Particle Swarm Algorithm respectively, which is fitted on a balanced
dataset (balanced with a sample ratio of normal to fraud class of 1:1.), and on the test
set for classification, and the experimental results are shown in Table 1.

After analyzing the experimental results in Table 1, it can be found that the AUC
value, accuracy, F1 value, precision, and recall of the XGBoost model based on particle
swarm optimization in this paper are 0.9959, 0.9974, 0.9082, 0.8998, and 1.0000,
respectively, which are the best results of all the prediction models, and the prediction
performance of the PSO-XGBoost model is the best result among all the prediction
methods and has a relative advantage in the test index.

Table 1 Experimental results

Method AUC Accuracy F1 Precision Recall
Logit 0.5989 0.9845 0.8755 0.8739 0.6106
Logit+Balance 0.5732 0.9729 0.8705 0.8475 0.6019
Logit+SMOTE 0.6464 0.9247 0.8375 0.8602 0.6061
Logit+ROS 0.6703 0.9716 0.8777 0.8186 0.6811
GNB 0.9355 0.9299 0.8314 0.8431 0.6855
GNB+Balance 0.9519 0.8654 0.8416 0.8563 0.6135




GNB+SMOTE 0.9182 0.8889 0.8758 0.8366 0.6787

GNB-+ROS 0.8867 0.9398 0.8378 0.8828 0.6799
DT 0.5641 0.9146 0.7636 0.8865 0.7341
DT+Balance 0.6602 0.8931 0.8308 0.8784 0.7921
DT+SMOTE 0.6482 0.8433 0.8074 0.8798 0.7496
DT+ROS 0.6596 0.8705 0.8144 0.8584 0.6897
RF 0.9414 0.9316 0.8649 0.8171 0.8233
RF+Balance 0.8971 0.9529 0.8801 0.7901 0.8035
RF+SMOTE 0.9013 0.9347 0.8733 0.8034 0.7767
RF+ROS 0.8502 0.8856 0.8292 0.8644 0.8136
AdaBoost 0.8132 0.9478 0.8094 0.8199 0.7506

AdaBoost+Balance | 0.8089 0.9616 0.7336 0.8359 0.7633
AdaBoost+SMOTE | 0.8338 0.9039 0.8242 0.7979 0.6728
AdaBoost+ROS 0.9314 0.9231 0.7785 0.8104 0.6219

ID3 0.8175 0.8895 0.8106 0.8555 0.8034
ID3+Balance 0.7755 0.8865 0.8243 0.8123 0.7807
ID3+SMOTE 0.7295 0.9107 0.7846 0.8488 0.7593

ID3+ROS 0.7707 0.9395 0.8395 0.8142 0.7829

BP 0.7908 0.8995 0.7756 0.7954 0.6833
BP+Balance 0.8151 0.8759 0.8246 0.8083 0.6195
BP+SMOTE 0.8541 0.9074 0.7682 0.8303 0.5967

BP+ROS 0.8505 0.9253 0.8169 0.8196 0.6711

PSO-XGBoost 0.9959 0.9974 0.9082 0.8998 1.0000

Based on the above discussion, the corresponding training data and test data are
selected, and the detection model is built using SPSS Clementine 11 (a data mining tool)
for further detection experiments, and the detection results obtained are shown in Table
2. The performance of detection is mainly determined by two factors: () Whether high-
risk transactions are correctly detected as high-risk, which is expressed by the correct
detection rate TP. @ How many normal transactions are detected as high-risk
transactions, expressed by the false detection rate FN.

From the experimental test results in Table 2, it can be seen that the correct
detection rate of XGBoost model optimized with particle swarm optimization of this
paper (82.67%, 83.50%) is significantly higher than that of other algorithms, and
meanwhile the error detection rate of this paper's model (0.42%, 0.29%) is significantly
higher than that of other algorithms.

Table 2 Test results

Method ‘ Real ‘ Training set Prediction set




value | Predict value | Detection rate | Predict value |Detection rate

0 1 TP/FN% 0 1 TP/FN%

Logit 0 6325 375 FN=5.93 3548 252 FN=7.10
1 103 197 TP=65.67 96 104 TP=52.00

GNB 0 6582 118 FN=1.79 3495 305 FN=8.73

1 125 175 TP=58.33 102 98 TP=49.00

DT 0 6485 215 FN=3.32 3567 233 FN=6.53

1 92 208 TP=69.33 82 118 TP=59.00

RE 0 6293 407 FN=6.47 3642 158 FN=4.34

1 110 190 TP=63.33 80 120 TP=60.00
AdaBoost 0 6423 277 FN=4.31 3385 415 FN=12.26
1 131 169 TP=56.33 87 113 TP=56.50

D3 0 6114 586 FN=9.58 3459 341 FN=9.86

1 106 194 TP=64.67 93 107 TP=53.50

BP 0 6428 272 FN=4.23 3682 118 FN=3.20

1 96 204 TP=68.00 76 124 TP=62.00

PSO- 0 6672 28 FN=0.42 3789 11 FN=0.29
XGBoost| 1 52 248 TP=82.67 33 167 TP=83.50

4.2 Risk assessment of unusual transactions

In this paper, the data related to credit card customers of sample bank A are first

normalized and then used as the basis for the construction of principal component

analysis. Factor analysis can usually be presented in terms of commonality analysis

with a default threshold value of 1. The closer the commonality is to 1, the more

common features are measured between the variable and other variables, and the less

information is lost, indicating that the variable is more representative. The variance of

the common factor is shown in Table 3, and the variance of commonality for all

variables is above 0.75, indicating that the variables selected are representative of most

of the information and have good explanatory power for each competency.

Table 3 Common factor variance

Initial | Extraction
X1 Account time 1 0.931
X2 Time interval to last trading 1 0.844
X3 Business type 1 0.917
X4 Money account 1 0.877
X5 Days of trading of near 7 days 1 0.876
X6 The total amount of the trade in the near 7 days 1 0.934
X7 Average transaction on the last 7 days 1 0.901




X8 Days of trading of near 15 days 1 0.804
X9 The total amount of the trade in the near 15 days 1 0.796
X10 Average transaction on the last 15 days 1 0.791
X11 Days of trading of near 1 month 1 0.867
X12 The total amount of the trade in the near 1 month 1 0.828
X13 Average transaction on the last 1 month 1 0.919
X14 Days of trading of near 2 months 1 0.947
X15 The total amount of the trade in the near 2 months 1 0.957
X16 Average transaction on the last 2 months 1 0.893
X17 Days of trading of near 3 months 1 0.937
X18 The total amount of the trade in the near 3 months 1 0.896
X19 Average transaction on the last 3 months 1 0.789
X20 Days of trading of near 6 months 1 0.812
X21 The total amount of the trade in the near 6 months 1 0.948
X22 Average transaction on the last 6 months 1 0.797

Common factors are extracted immediately afterward. Generally speaking, the

extraction of common factors is based on the cumulative contribution rate, which

usually needs to be greater than 75% to better retain the original information. The

analysis results are shown in Table 4, we extracted 6 principal components from 22

indicators, and their cumulative contribution rate is 88.237%, which means that the

main information of 22 indicators has been included in them. For this reason, the paper

uses the above 6 principal components to substitute the above 22 indicators.

Table 4 Total variance interpretation (%)

o ) Sum of squared rotated
Initial eigenvalue Sum of squared loadings )
loadings
. Cumulati i Cumulati ) Cumulati
Variance Variance Variance
Tota ve Tota ve Tota ve
percenta percenta percenta
1 percentag 1 percentag 1 percentag
ge ge ge
e e e
6.13 6.13 5.84
1 ; 27.896 27.896 ; 27.896 27.896 s 26.568 0.266
4.10 4.10 3.59
2 3 18.65 465.546 3 18.650 | 465.546 ; 16.350 0.430
3.17 3.17 3.28
3 : 14.414 60.960 : 14.414 60.960 e 14.946 0.579
2.65 2.65 297
4 0 12.046 73.006 0 12.046 73.006 4 13.518 0.714
1.88 1.88 2.11
5 0 8.545 81.551 0 8.545 81.551 s 9.614 0.810




1.47 1.47 1.59
6| 6.686 | 88237 | 6.686 | 88237 | 7.241 88.237
0.76
7|, 3473 | 91.710
0.20
81 0.945 | 92.655
0.19
917 0.905 | 93.560
1]0.18
0.855 | 94.415
0] 8
1]0.18
0.827 | 95242
1] 2
1]0.17
0.786 | 96.028
2] 3
1]0.16
0.727 | 96.755
300
1]0.14
0.636 | 97.391
41 0
1]0.13
0.618 | 98.009
51 6
1]0.12
0.577 | 98.586
61| 7
1] o0.11
0.536 | 99.122
71 8
1 |0.08
0.382 | 99.504
8| 4
1| 0.05
0255 | 99.759
91 6
2 10.02
0.118 | 99.877
0] 6
2 | 0.01
0.068 | 99.945
1] s
2 | 0.01
0.055 | 100.000
2| 2

The ratio of the variance contribution of each common factor to the total variance
contribution of each factor was used as the weights, and the individual common factor
scores were weighted and summed to obtain the composite factor F score. The
composite factor F score reflects the magnitude of the potential risk of bank credit card
customer transactions and meets the normalization criterion, i.e., the higher the F score,

the smaller the risk of credit card transactions, and the lower the F score, the greater the



risk of credit card transactions. The results of the principal component weights are
shown in Table 5.

Table 5 The main component weight result

Variance interpretation Cumulative variance .
rate (‘;f) interpretation rate (%) Weight (%)
F1 27.896 27.896 31.615
F2 18.65 465.546 21.136
F3 14.414 60.960 16.336
F4 12.046 73.006 13.652
F5 8.545 81.551 9.684
F6 6.686 88.237 7.577

This paper selects the data samples after clustering above, based on the analysis of
the comparative effect of prediction models, selects the PSO-XGBoost model with the
optimal effect, on the basis of principal component analysis, the PSO-XGBoost credit
card transaction risk prediction model in this paper is applied by example, and part of
the data of Bank A in February 2025, the normalized indicator data is inputted into the
model, and the prediction results of abnormal credit card transaction risk are obtained
for this bank. Credit card abnormal transaction risk prediction results, due to more data,
here intercept the system randomly output the first 10 prediction results as an example
shown in Table 6. Among them. Risk level 1, 2, 3 and 4 represent very high risk, high
risk, medium risk and low risk respectively. From Table 6, it can be seen that the risk
of credit card transactions of customer 4 and customer 5 of bank A is very high risk,
customer 2 and customer 3 have high risk, customer 1, 5, 7 and 8 credit card transactions
have medium risk, and customer 9 and customer 10 have low risk.

Table 6 A bank abnormal transaction risk prediction example

Customer serial Corresponding output Risk level
1 2 3
2 2
3 1 2
4 0 1
5 2 3
6 0 1
7 2 3
8 2 3
9 3 4
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5. Conclusion

In the article, firstly, the risk management of credit card transactions is carried out
through data mining technology, and secondly, the XGBoost algorithm is introduced to
explore the feasibility of its application to credit card transaction risk prediction, and
the model parameters are optimized by particle swarm optimization algorithm.

The AUC value, accuracy, F1 value, precision and recall of PSO-XGBoost model
in this paper are 0.9959, 0.9974, 0.9082, 0.8998 and 1.0000 respectively, which are
obviously better than other algorithms. The PSO-XGBoost model has the highest
correct detection rate and the lowest error detection rate and the best prediction
performance on the training and prediction sets of 82.67% and 83.50% and 0.42% and
0.29% respectively. In the prediction of transaction risk for the credit card customers of
Bank A, those belonging to very high risk are customer 4 and customer 5, there is a
high risk for customer 2 and customer 3, there is a medium risk for customers 1, 5, 7,

and &, and customer 9 and customer 10 are low risk.
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